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TEPMUWHBI U OITPEJAEJIEHUA

Aytentuduxanms - JleiicTBHS 10 IPOBEPKE MOUIMHHOCTH CYOBEKTa JOCTYIIA

B MH(OPMALIMOHHOMN CHCTEME

besomacnocth uHpopmanmn  — CocTosHUE 3alMINEHHOCTH WHMOpPMAIMK,  TPH KOTOPOM
oOecriedeHbl  ee  KOH(UIEHIMAIbHOCTD, JOCTYITHOCTh

U [IEJIOCTHOCTD

['ocymapcTBeHHas Nudopmanmonnas cucrema, co3jiaBaeMasi B LIEJSIX pealn3annun

nH(pOpPMaIMOHHAS CUCTEMA MOJTHOMOY U rOCy/IapCTBEHHBIX OpraHoB
n obOecrnieueHuss oOMeHa uWH}opManuend MEXIy  ITUMH

OpraHaMH, a TAKKE B MHBIX YCTaHOBJICHHBIX (heqepaabHbIMU

3aKOHAMH [EJISIX

Joctyn k uHpOpMAITUT — BosmoxHOCTh IONTyueHus: HHPOPMAITUHU U €€ UCTIOIb30BaHUS

JocTtymHoCTh - CocrosiHre HHPOPMAIINH, XapaKTEPU3YEeMOE CIIOCOOHOCTHIO

TEXHUYECKUX CPEACTB U MH(DOPMAIIMOHHBIX TEXHOJIOTUH

o0ecrieurBaTh OCCIPENATCTBEHHBIN JOCTYI K HH()OpMaIuu

CyOBEKTOB, UIMEIOIUX HA ATO MOJTHOMOYHS

3amuTa uHGOpMAIIH - 3amuTa nHGOpPMAIUK, HAITpaBJICHHAs HAa MPEAOTBpAIlCHHE
OT HECAHKIIMOHUPOBAHHOTO MOJTYYEHUS 3alUIaeMOoi HHpOpMAIK 3aHHTEPECOBAHHBIMHU
JocTymna CyOBbeKTaMH ¢ HapylICHHEM YCTAaHOBICHHBIX HOPMATUBHBIMU

Y TIPAaBOBBIMH JJOKYMEHTaMH (aKTaMH) WM 00JIaaTeIsiMu
UH(pOpPMaLMKY IPaB WU NPaBUJI pa3rpaHUUEHUs 10CTyIa
K 3amuiiaeMoi nHpopMaIuu

3amuaemas nHGopManus — Hndopmauus, sBidoomascs MOpeAMETOM  COOCTBEHHOCTH
U TI0JIeKallast 3alllUTe B COOTBETCTBUM C TPEOOBaHUSAMU

IPaBOBBIX JIOKYMEHTOB WIN TpeOOBaHUAMY,
yCTaHaBIMBAaEMbIMH COOCTBEHHUKOM HH(OpMaLIUn
Wnentuduxanms — IlpucBoenue cyObekTam U 00beKTaM AOCTyNa uaeHTU(UKaTopa

n (WIM) CpaBHEHUE MPENbABISEMOro  HMJIEHTU(UKATOpa
C MepeyHeM MTPUCBOCHHBIX UIEHTH()UKATOPOB

Wudpopmanmonnas cucrema  — CoBOKYNHOCTH cofiepxalieiics B 0a3zax JaHHBIX HHPOpMAIIU
u obecreunBaOIMX €€ 00paboTKy MH(OPMAIMOHHBIX

TEXHOJIOTUH U TEXHUYECKUX CPEIICTB

WNHdopmannoHHbIe pecypcsl  — OTnenbHbIe JOKYMEHTHI U OT/EbHbIE MACCUBBI JOKYMEHTOB,
JNOKYMEHTBI W  MAacCHBBI  JIOKyMEHTOB, coJep Kaluecs
B MHOPMALIMOHHBIX  cucTeMax (OuOnMoTeKax,  apXuBax,

donax, 6aHKax JaHHBIX, UH(POPMAIIMOHHBIX CUCTEMAX JIPYTUX

BHJIOB)

HNupopmaninonubie - [Ipoueccel, MeTobI TOKCKA, cOOpa, XpaHeHUsI, 00pabOTKH,

TEXHOJIOTUHI MIPEOCTABICHUS, PAaCTIPOCTPaHEHHs HH(POPMAIIUU U CITOCOObI

OCYIIIECTBIIEHUS TAKUX MTPOLIECCOB U METOJI0B

Nudopmanus — CaexneHus (coobrenwus, JTaHHBIE) HE3aBHCUMO

0T ()OPMBI UX TIPEACTABICHUS

KoHnTtponmpyemas 30Ha — IlpoctpancrBo (TeppuTopusi, 3/JaHHE, 4YacTb 3/1aHNUA),

B KOTOPOM HCKITIOYCHO HEKOHTPOJIUPYEMOE MPeObIBAHUE JTHII,

HE WMMEIOMUX [MOCTOSHHOTO WJH pPa3oBOro0  JOIMYyCKa,
U MIOCTOPOHHMX TPAHCIIOPTHBIX CPEICTB
KOHCI)I/I)]@HHI/IBIH)HOCTI) — O6$[3aTeJ'IBHOG JJIA BBITTIOJTHEHUA JIMITOM, HOJ'IyLH/IBHH/IM I[OCTyH
K OTIpeIeICHHOM HHPOpMAaIuH, TpeOOBaHUE HE TIepe/IaBaTh

Takyl0 HHQOPMAIIMIO TPETbUM JHMIlaM 0e3  corjacus
ee obOamarens



O6paboTka MepcoOHATBHBIX
JaHHBIX

Omnepatop

HepCOHaJ'IBHBIG JaHHBIC

VYrpo3a Ge3zomacHocTH
uHpOpMaU

Ya3BUMOCTD

LlemoctHOCTH

JlelicTBus (omepamun) ¢ NepCOHATbHBIME JAaHHBIMH, BKITFOYAsT
cOop, cucTeMaTU3aluIo, HAKOIUIEHHE, XpaHEHNE, YTOUHEHHE
(oOHOBIICHUE, U3MEHEHHE), UCIIOIB30BAHKE, PACTIPOCTPAHEHHE
(B TOM ymcIe nepenaydy), 00e3nuIuBaHue, OJI0KUPOBaHHE,
YHUYTO)XXCHHUE TIEPCOHATBHBIX JTAHHBIX

IpaXIaHUH WINA IOPHIUYECKOE JHII0, OCYIIECTBIIIONINE
JEeSITeIbHOCTD IO IKCIUTyaTalui HH(OPMAIIMOHHON CHCTEMBI,
B TOM YHCJIE TI0 00paboTke nH(OPMAILIHU, COJEPIKAIICHCS B e
0azax JaHHBIX

JIro6ast mHpOpMaIUs, OTHOCSIIASLCS K MPSMO HIIM KOCBEHHO
OTIpeICIIEHHOMY, WJIH OTIpeIesIIeMOMY (PH3UIECKOMY JIUILY
COBOKYITHOCTD YCIIOBHIA U ()aKTOPOB, CO3/IAFOIINX
MOTEHIMAIBHYIO WIIM PEATBHO CYLIECTBYIOIIYIO OMACHOCTD,
CBSI3aHHYIO C YTCUKOH MH(DOpMAIUK /WK
HECAaHKIIMOHMPOBAHHBIMU H/HITN HEMIPEIHAMEPEHHBIMU
BO3/ICHCTBUSIMU Ha HEe

HenocraTtok (cmabocTh) MIPOTPaMMHOTO
(mporpaMMHO-TEXHUUYECKOT0) CPEICTBA WU
MH(POPMAIIMOHHOM CUCTEMBI B LIEJIOM, KOTOPBIH (KOTOpast)
MOJKET OBITh MCIIOJIb30BaHA IS PEaTH3aliy yrpo3
0e30macHOCTH HHPOPMAITH

YcToiYnBOCTh HHPOPMAILIUU K HECAHKIIMOHUPOBAHHOMY WIIH
Clly4aiiHOMY BO3JICHICTBUIO Ha HEE B IIpoliecce 00paboTKu
TEXHUYECKUMH CPEJICTBAMH, PE3YJIBTATOM KOTOPOT'O MOXKET
OBITh YHUUYTO)KCHUE U UCKAKEHNE HH(DOpMaIiu
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— OenepanibHas cnyx06a 6ezonacHoctu Poccuiickoit denepanmu

— @enepanbHas CIyk0a 1Mo TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJTIO



1. OBIIME NMOJOXEHUA

Hacrosmas [Tonutuka sBisercss JOKyMEHTOM, ONPEIEIISIIOIINM HaNpaBiIeHUs 1eATeIbHOCTU
B obmactu oOecneueHus WHGPOPMAIMOHHONW  0O€30MacHOCTH ¥ MPEJACTaBIsSeT  COOOM
CUCTEeMAaTHU3UPOBAHHOE M3JIOKEHHE 1esIel U 3a7a4 UHPOPMAIIMOHHOM 6€30MacHOCTH, KaK OHO MJIN
HECKOJIBKO MpaBWJI, MPOLEAYpP, MPAKTUUYECKUX MPUEMOB M PYKOBOISIIMX MPHUHIIMIIOB, KOTOPHIMHU
pykoBojctyetcst JIOY, a Takke OpraHM3allMOHHBIX, TEXHOJIOTUYECKUX M MPOIETyPHBIX ACIEKTOB
obecrieueHnss THPOPMAIIMOHHON O€30MaCHOCTH.

[lonoxenus  Hacrosimed  [lomuTukn  He  pacmpocTpaHsitoTcsl Ha  oOecrieueHue
UH(POPMALMOHHOM O€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TalHY.

OcHoBHOM 3amaueli B oOmactu wuHPOpManmuoHHOW Oe3zonmacHoctd JIOY mpusHaer
COBEPILICHCTBOBAHME MEp M CPEICTB obOecredeHus: 3amuThl MHopManuu HHPOPMALMOHHBIX
pecypcoB JIOY B KOHTEKCTe pa3BuUTUs 3akoHojaTenbcTBa Poccuiickoit denepamuu 1 HOpM
perynupoBanusi MHGOPMAIIMOHHON MJESITENbHOCTH B TEKYIIUX YCIOBHUSAX (PYHKIIMOHUPOBAHUS
MH(OPMALIMOHHOTO TOJIS.

[Tpu pa3pabotke [TOTUTHKN YIUTHIBAIMCH OCHOBHBIC MPUHIIMITBI CO3/IAHUS CHCTEM 3aIlUThI
uH(pOpMAIIMK, XAPAKTEPUCTUKH ¥ BO3MOXXHOCTH OPraHU3alMOHHO-TEXHHYECKUX MeEp "
COBPEMEHHBIX IPOTPAMMHBIX H AIMAPATHO-TIPOTPAMMHBIX CPEJICTB 3aIUTH HHPOPMAITHIH.

B pamxkax cBoeii nestenbrHoctd 1OV 00s3yeTcs npeAnpruHuMaTh Bce BO3MOXKHBIE MEPhI ISt
3alUThl UHGOPMAIIUU OT Yrpo3 6e30MacHOCTH UH(POPMALIHH.

TpeboBanus nHGOPMAITMOHHON 0E30MACHOCTH, COOTBETCTBYIOT LM AestenbHocTH JOY
U TpeIHa3HAueHBbl ISl CHIDKEHHSI PHUCKOB, CBS3aHHBIX C peanu3anueidl yrpo3 0e30macHOCTH
uH(pOpMaLIUH.

[Tonutuka goctynHa BceM padotHukam JJOY u BceM Moib30BaTeNsiM €ro pecypcos.

2. IEJH U 3AJAYU OBECIIEYEHUS WHO®OPMAIIMOHHOMN BE3OITACHOCTH
Cy0bexTbl HHPOPMALMOHHBbIN OTHOLIEHHU
CyObexTamu nipu obecniedyeHnn HHGpopMarmonHoi 6e3onacHocty B JIOY sBistoTCs:
pabOTHUKH (B TOM YHCIIE YBOJICHHBIE);
¢du3nyeckue uia, NpeJCTaBUTEeNI KOHTPAreHTOB B paMKaX MUCIOJIHEHUS IOTOBOPHBIX
00s13aTenbCTB; (PM3MUECKUE JINIIa, TIoaBIe oopamienue B aapec JJ0OY
IOPUJINYECKHE JINIA, B PAMKAX MCIIOJHEHUS JOIOBOPHBIX 00s3aT€IbCTB WIIM BO UCIIOJIHEHUU
TpeOoBaHUIl CO CTOPOHBI 3aKOHOaTeNnbecTBa Poccuiickoit deneparium;
Oprasbl TOCYyJapCTBEHHOH BJIACTH.
O0bexkThl MHGPOPMALNHMOHHBIX OTHOmEeHHH OObekTaMu HH(OPMALMOHHBIX OTHOIIEHUHN
ABISIOTCS: MH(pOopMarmonHsle pecypesl JI0Y; rocynapcTBeHHble HHPOPMALMOHHbBIE CHCTEMBbI
Omnepatopom kotopbix sBiusgercs JIOY; mpomeccel  00paboTku  uHpoOpManuu B
uHpOpMalMOHHbIX cucTemax 0V,
MH(OPMAlLlMOHHBIE TEXHOJOTUH, PErjiaMeHThl W Tpoleaypbl cOopa, oOpaOOTKM, XpaHEHHUS U
nepeaayr MHGpOpMaLuu; UHPOPMALMOHHAs HHPPACTPYKTypa, BKIIOYAIOIIAas CUCTEMbI 00pabOTKH,
XpaHeHHs U aHalu3a MH(OpPMAIMM, MPOrPaMMHbBIE U MPOrPpaMMHO-AINIapaTHbIE CPEJICTBA, B TOM
YHCJIe KaHAJIbI CBSI3U U TEIEKOMMYHHKAIMH; CUCTEMBI M CPEJICTBA 3aIMTHl HH(POpMALU, OOBEKTHI
Y TIOMEUIEHHMs], B KOTOPBIX pa3MeIIeHbI cpeicTBa 00paboTKH HH(DOpMALIHH.

Ienn odecnevyennst HHPOPMALMOHHOM 0€30MACHOCTH
OcHoBHO¥ 11eTBI0 OOecnieueHus: nHpopmanmonHoi 6e3omacHocTr JIOY SBIAIOTCS AEHCTBUS
HalpaBJIeHbl Ha JOCTH)KEHUE 3alUThl CYOBEKTOB MH(POPMALMOHHBIX OTHOIIEHHH OT BO3MOXHOTO



HaHECEHUS] UM MaTepHabHOTO, (PU3MYECKOTO, MOPAIBLHOTO WM WHOTO yiepOa, IMOCPeACTBOM
CIIy4aifHOTO WJIM TIPEHaMEPEHHOTO BO3ICHCTBHS Ha HHPOPMAIUIO, B TOM YHUCIIE:
obecrieyeHus 0TKa30yCTOMYUBOTO (GyHKIIMOHUPOBAHUS IPOTPaMMHBIX
U anmapaTtHo-mporpaMMHbIX cpeacts JJOY u mpenocTaBiisieMbIX CEPBUCOB; COOIIOIEHUS TIPABOBOTO
pe’KuMa HCIOJIb30BaHUSI MAaCCHBOB U CPENCTB 00pabOTKM MH(POPMALMU; MPEIOTBPALICHHS
peanu3anuu yrpo3 6e30nacHOCTH HHGOPMAIUH MPU OCYIIECTBICHHUH JesTenbHocTH JJOY
3anauu odecneyeHuss HHPOPMANUOHHOMN 0€30MACHOCTH
JlocTmkeHue 1enei odecrnedeHnss HHPOPMAIMOHHOW 0€30IIaCHOCTH M CBOWCTB WH(pOPMAIINH,
OV pemraercs cneAyrOnMMu 3a1a4amMu:
3alIUTHI OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K MHPOPMAIIMOHHBIM pecypcam;
pasrpaHUYeHHs JOCTYIA M0JIb30BaTeNeil K MH(OPMAIIMOHHBIM, allapaTHBIM, TPOTPaMMHBIM
U MHBIM pecypcaM; PErHCTpalMd U TEPUOTUYECKOr0 KOHTPOJIA JCHCTBUH TOJB30BaTENICH MpU
00paboTke 3amuIiaeMol WHPOPMALMKU M NEPUOTUYECKUN KOHTPOJIb KOPPEKTHOCTH WX
JICHCTBUIN; KOHTPOJIS IEJIOCTHOCTH CPEIlbl MCIOJHECHUS MPOrpaMM U €€ BOCCTAHOBJICHUE B

CJIydac HApYILICHU, obecreyeHus aYTeHTH(bHKaHHH n I/I,HGHTI/I(I)I/IKaLII/II/I
HOHBBOB&TCHCﬁ, Y4aCTBYIOIIUX B I/IH(I)OpMaI_II/IOHHOM 06M6He;
obecnieyeHus HCIIPABHOCTHU IIPUMCHACMBIX B I/IH(I)OpMaLII/IOHHBIX CHUCTEMAxX

JOY cpenctB 3amuThl HMHGOPMAIMHM;, CBOEBPEMEHHOTO BBIBJICHHE HMCTOYHHKOB YIrpo3
0e30macHOCTH MH(OPMAIUKU, TPUYUH ¥ YCIOBUH, CIHOCOOCTBYIOIIMX HAHECEHUIO yiepOa
3aWHTEPECOBAHHBIM CYOBbEKTaM HWH(POPMAIMOHHBIX OTHOIICHHA, CO3JaHUEM  CIIY)KOBI
MOHHTOPHHTAa W PEarupoBaHHUS Ha Yrpo3bl Oe30macHOCTH WHGOPMAIMM ¥ HETaTHBHBIC
NOCJCICTBYSI,  CO3JAHMEM  YCIOBHHA  JUISi ~ MHHMMH3alldM  HAaHOCHMMOTO  ymiepoa
HENIPABOMEPHBIMU JICUCTBUSMH,

U yCTpaHEHHE TMOCJIEICTBUN HapylieHus uHpopmannoHHoW Oe3zomacHocTH B JIOVY. Pemenue
BBINIIETIEPEUNCIIEHHBIX  3amad B JIOY  ocymiecTBisieTcss TIOCpPEACTBOM: ydeTa BcCeX
MIOJUTeKAINX 3alIMTe HHOOPMAITHOHHBIX PECYPCOB;

KYPHAJIMPOBAHUS JACHCTBHUI MEPCOHANIA, OCYIIECTBIISIONIETO 00CTY)KHBaHNE ¥ MO (DUKAITUIO
NpPOrpaMMHBIX ¥  TNPOTPaMMHO-aNMapaTHBIX cpeAcTB uHpopmanmoHHBIX cucteM; JIOVY,
OCYIIECTBISIONIUX JKCILTyaTalUI0 MPOrPaMMHBIX U MPOrpaMMHO-ANMapaTHBIX CPEJICTB, HA OCHOBE
YTBEPXKACHHBIX OPTaHU3aMOHHO-PACIIOPSIUTEIBHBIX JIOKYMEHTOB TI0 3aliuTe WH()OpMAINN;
Ha3HAYEHUS U OJrOTOBKOI paOOTHUKOB, OTBETCTBEHHBIX 32 OPTaHU3AINIO M OCYIIECTBICHUE
MEpONpHATHA TI0 o0ecrieueHuto HHQpopMaImonHoit 6e3omacHocty B JIOY; HajeneHUs Kakaoro

paboTHMKAa MUHHUMAJIbHO HEOOXOAMMBIMHU TpaBaMH MpH pabore B HHOOPMALMOHHOU

UHPPACTPYKTYpE COTJIACHO WX JOJDKHOCTHBIM — OOSI3aHHOCTSM; COOJIIOJICHHUS BCEMH

paboOTHUKAMH, JIKCIUTYaTHUPYIOIIMMHU W OOCIYKHUBAIOIIMMU TMPOTPAMMHBIE U TPOrPaMMHO-

anmapaTrHble CpeACTBa, TPeOOBaHUN OpPraHU3AIMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB IO

BOIpocaM oOecrnedeHus: HHHOpMaIMOHHOW 0€30MacCHOCTH; TEPCOHAIBHON OTBETCTBEHHOCTHIO

Ka)XI0ro paboOTHHKA 332 CBOM JICHCTBHUS, yUYACTBYIOIIETO B paMKax CBOUX ()YHKIIMOHATBHBIX

00s13aHHOCTEH B Mpolieccax aBTOMATH3UPOBAHHON 00paboTKM WMHGOPMAIMA ¥ HMEIOIIEro

JOCTYI K pecypcaM HH()OPMAIMOHHBIX CHCTEM; peajn3alrell TEeXHOIOTHIECKUX TPOIEeCCOB

00paboTkn wWHOOpPMAIMK C HUCIOJIB30BAaHUEM KOMILUIEKCOB OPTaHHU3aIMOHHO-TEXHUYECKUX

Mep 3alllUThl MPOTPAMMHOIO 00eCIeYeHHs], MPOTrPAMMHO-ANMAPATHRIX CPEACTB; MPHUHSITUS

Mep 1o oOecreueHHIO (PHU3MUECKOW MEIOCTHOCTH TPOTPaMMHO-AIMAPATHBIX CPEICTB

WH(OPMAIMOHHBIX CHUCTEM U IOJIEPKaHUEM HEOOXOJUMOTO YpPOBHS 3allHIIEHHOCTH

KOMIIOHEHTOB; MCIOJB30BaHUS MPOTPAMMHBIX U MPOTPAMMHO-ANNAPATHBIX CPEJICTB 3aLTUTHI

uHpopMaun



obpabateiBacMoit B JIOY ® agMUHUCTPATUBHON MOJACPKKOW HX WCIOJIB30BAHUS, KOHTPOJIS
COOJI0ICHUS TT0JIb30BATEIIMU HH(POPMAIIMOHHBIX CUCTEM TpeOOBaHUI

no oOecrneyeHHI0 WHGOPMALMOHHON O€30MacHOCTH; TMpOBeACHUA aHaimu3a 3((EeKTHBHOCTH
MPUHSTHIX MEp 3aIUThl HH)OPMALIUK U TPUMEHSEMBIX

cpenctB 3ammtbl uHpopmammu B JIOY; pa3paboTKu © peanusaiud  MPEJIOKCHUH TI0
COBEPLIEHCTBOBAHUIO CUCTEM 3aILUThI

uHpopmanuu B J[OY.

3. MPUHIHUIBI OGECHEYEHUA UH®OPMAIIMOHHOM BE3OITACHOCTH

Obecnieuenrie MHGOPMAITMOHHON OE30MACHOCTH, TOJKHO OCYIIECTBISTHCS B COOTBETCTBUU
CO CJIEYIOUIMMH OCHOBHBIMU IIPUHLIUIIAMHU:

IpyuHOMI 3aKOHHOCTH

[Ipu BBIOOpPE MEPONPHUATHIL O 3aIIKUTe HHPOPMAIMH, JOHKHO COONIONATHCS JIEHCTBYIOIIEE
3akoHoAaTenbcTBO Poccuiickoit deneparuu B cdepe 3amuThl HHGOPMALIUU.

Bce paGoTHUKM JOJIKHBI MMETh IIPEJCTaBICHUE 00 OTBETCTBEHHOCTH 3a IIPaBOHAPYILIEHUS B
cthepe 3amutsl nHpopmaruu. [Iporpammuo-anmnaparasie cpeacTBa, npuMmeHsieMoie B JIOY, momKkHbI
UMETh  COOTBETCTBYIOIIME JIMICH3UH, OQUIMAILHO MNPUOOPETaThCs Yy  MpeACcTaBUTENEH
pa3pabOTUMKOB ATUX CPENICTB WU SBISATHCSA MHTEIUIEKTYyalbHOU coOcTBeHHOCThIO JIOY.

IIpuHIMI CHCTEMHOCTH

[Ipu co3manuu cucTeMBbl 3alIMTHI JOJDKHBI YUUTBIBATHCA aKTyajdbHbIE YIpO3bl 0€30M1aCHOCTH
uH(poOpMaLMy, BO3MOXXHbIE OOBEKThl M HAIpPABJIEHUS aTaKk Ha HEE CO CTOPOHBI HAPYLIUTENIEH.
Cucrema 3amUThl JOJDKHA CTPOUTBCS C YYETOM HE TOJBKO HW3BECTHBIX KaHAOB YTEYKHU
uH(pOpMaIMK, HO U C Y4€TOM BO3MOXKHOCTH TIOSIBJICHHS HOBBIX YSI3BUMOCTEH B MPOrPAMMHOM
obecrieueHny.  [IpUHIUN KOMILIEKCHOCTH

KomMIuiekcHoe KcIosib30BaHue CPEICTB 3alUThl MHPOPMAIMK MPEANoaraeT corjiacoBaHHOE
MPUMEHEHUE TIPU MTOCTPOECHUHU LEIOCTHOM CHCTEMBI 3aIUThI, IEPEKPHIBAIOIIEH BCE CYLIECTBEHHbIE
yrpo3bl 0e30MmacHOCTH MHGOpPMAIMU. 3aliuTa JOJKHA CTPOUTHCS JIICTOHUPOBaHO. Duznueckas
3aIUTa J0JDKHA 00eCTIeunBaThesl (PU3MUECKUMU CPEICTBAMHU M OPraHU3alMOHHBIMU MEPaMHU.

[Ipu mocTpoeHny, BHEAPEHNUN U SKCIUTyaTaIllMd CUCTEMBI 3alIUTHI HHPOPMAIIUA PYKOBOJICTBO
JOY o6ecneunBaer ycnoBus i A(QPEKTUBHOM KOOpPAWHAIMU JACWCTBUNM BCEX JIMIIL,
obecneunBarOmMuX HHHOPMAITMOHHYIO O€30MaCHOCTb.

IIpuHIUN CBOEBPEMEHHOCTH

Pa3paboTka cucteMsl 3auThl HHPOPMAIMK JTO0JDKHA BECTUCH MapalljIeNIbHO ¢ pa3paboTKoi u
MH(OPMALlMOHHOM CHUCTEMBl. OTO MO3BOJIUT Yy4YecThb TpeOoBaHMUS OE30MacHOCTH npu
MPOSKTUPOBAHUM apXUTEKTypbl M, B KOHEYHOM cYeTe, co3aaTh Oonee dddexTuBHBIC
MH(OpPMalLMOHHBIE CHCTEMBI, 00J1aat0IINe JOCTATOYHBIM YPOBHEM 3aIUIIEHHOCTH.

IIpuHIUN NpeeMcTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAHUE MEpP M CPEACTB 3alIUThl WH(GOPMAIMM HAa OCHOBE
MIPEEMCTBEHHOCTH OPraHU3aLMOHHBIX M TEXHUYECKHUX pELICHHH, KaJpoBOro cocTaBa, aHalU3a
(GYHKIIMOHUPOBAHUS WHOOPMAITMOHHBIX CHUCTEM M CHCTEMBI €€ 3alllUTHl C YYeTOM W3MEHEHUW B
METOJlaX M CpelIcTBax TmepexBaTta HWH(OpPMAlMKM, HOPMATHUBHBIX TpPEOOBAHUU MO 3allUTe
uH(pOpMaLIUH.

IpuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpar Ha obecreueHnue NH(GOPMAIIMOHHON 0€30MMacHOCTH U LIEHHOCTH
MH(OPMALIMOHHBIX PECYpCOB Ha BEIWYMHY BO3MOXKHOTO ymiepda OT UX pasriamieHus,
YHUYTOXXEHUS W UCKaxeHUus. Vcronp3yemMbie Mephl M CPENICTBA 3alIUThHl MH(POPMAIIUK HE JTOJDKHBI
YXyALIaTh 3PrOHOMHYECKHE MTOKa3aTeI KOMIIOHEHTOB HH()OPMAaLIMOHHBIX CHCTEM.



I[IpuHUHN 0TBETCTBEHHOCTH

Bo3oxeHnne 0TBETCTBEHHOCTH 3a 0OecTieueHre 0e301acHOCTH HHPOPMAIMK U ee 00padoTKH
Ha KaXJI0ro pabOTHMKa B Ipejaeiax €ro MOJIHOMOYud. B COOTBETCTBUMM C ATHM MPUHIIMIIOM
pacmpesesieHue MpaB U OOS3aHHOCTEH PAOOTHHKOB CTPOMUTCS TakuM 0Opa3om, 4ToOBI B CiIydae
JTH000T0 HApYIICHHS ObLT U3BECTEH HAPYIIUTEINb.

IpyuHUKMI 000CHOBAHHOCTH U TEXHHUYECKOH peain3yeMoCTH

WudopmaninoHHbIe TEXHOJIOTHUH, TIPOTPAMMHBIC U IIPOTPAMMHO-AMNTapaTHRIC CPEICTBA, MEPHI
3alUThl UHOPMAIIUU JTOJKHBI OBITH PEaln30BaHbl 10 COBPEMEHHBIM PELIEHUSIM, 00OCHOBAHBI C
TOYKH 3PCHUS JOCTHKCHHSI 32IaHHOTO YPOBHS 3aIIUIIICHHOCTH HH()OPMAIK U YKOHOMUYECKOM
11€J1IeCO00Pa3HOCTH, a TAK)KE COOTBETCTBOBATh YCTAHOBICHHBIM HOpMaM M TPEOOBAaHUSAM TI0
06e30macHOCTH MH(POPMAIIHH.

Hpunuun npodeccnonaIu3zMa

Peanuzanuss mep 3amuThl MHGOPMALMM M JKCIUTyaTallMsl CPEICTB 3alMTHl HWH(OpManuu
JIOJKHA OCYIIECTBIIATHCS MPO(ECCHOHATBHBIMY CIICIIUATHCTAMHU.

[IpuBneueHne cnenuaIn3MpOBAHHBIX OpraHU3aluil K pa3paboTKe CPEACTB U peallu3alu Mep
3aIUThl HTHPOPMAIUH, TOJTOTOBICHHBIX K KOHKPETHOMY BHIY JEATEILHOCTH IO OOECICUYCHUIO
0e30macHOCTH MH(GOPMAITMOHHBIX PECypCOB, UMEIOIIMX OMBIT MPAKTUYECKOM pabOThI U JTUICH3UU
Ha TPaBO OKa3aHUs YCIYT B 3TOW 00JIacTH.

[IpuHUKMN MUHUMU3AIUH TPUBUJIETHIl OJIb30BaTe el

ObecrieyeHue MoJIb30BaTENCH MPUBUIIETUIMA MUHUMAIBHO JTOCTATOUYHBIMH VISl BHITOJTHEHUS
MMM CBOHUX JOJDKHOCTHBIX 0o0si3aHHOCTEH B JJOY.

4. OCHOBHBIE TPEBOBAHMUS 110 3AIIMTE UHOOPMALIUU
OI'PAHUYEHHOI'O JOCTVYIIA

Cucrema 3amuThl MH(QOpPMALMM JIOJDKHA MpPElycMaTpUBaTh KOMILJIEKC OpraHU3allMOHHBIX,
IPOTPaMMHBIX U MPOTPaMMHO-AMNIMAPATHBIX CPEACTB U MEp MO 3aluTe HH(POPMAIMU B ITpOLEcCce ee
00paboTKH.

Brinonnenue tpeGoBaHMI TOCTUraeTCs 3a CUeT peaju3alud Ha 00beKTax MH(pOpMaTHU3aluu
Mep 10 3aIuTe HHPOpMaIum:

UACHTU(DUKAIIMY U ayTeHTU(UKAMU CYyOBEKTOB 10CTYIIAa M 00BEKTOB JIOCTYIIA,

YIIPaBJIEHUIO IOCTYIIOM CYOBEKTOB JIOCTYIA K 00bEKTaM JOCTYIIa;

OTpaHUYEHUIO TPOrPAMMHOM Cpeibl;

3alMTE MAIIMHHBIX HOCUTENIEH IEPCOHAJIBHBIX

JAHHBIX; PErUCTPAllUi COOBITUI OE30I1aCHOCTH;

AHTUBHUPYCHOH 3aIuTe; OOHAPYKEHUIO BTOPKEHUH;

KOHTPOJTIO (aHAIM3Y) 3alIUIIIEHHOCTH EPCOHANBHBIX TaHHBIX;

00€CIeYeHNIO LEIOCTHOCTH MH(POPMALMOHHONW CUCTEMBI U MIEPCOHATBHBIX

JTAHHBIX; 00ECTIEYEHUIO JOCTYITHOCTH MEPCOHABHBIX JaHHBIX; 3aIUThI CPE/IbI

BUPTYaIM3aI1H; 3aIIUThl TEXHUYECKUX CPEJICTB;

3alUThl MHGOOPMALIMOHHOW CHUCTEMBI, €€ CpPEJCTB, CHCTEM CBSI3U U NEepenauyd JaHHBIX;

BBISIBJICHUIO MHIIUICHTOB U pearnpoBaHue Ha HUX;

yIOpaBieHUI0 KOH(puUrypanue HUHOOPMAIIMOHHOM CHCTEMBI U CHUCTEMBl  3alllUTHI

MePCOHAIbHBIX
JAHHBIX.

JOVY, xak obOnanarens MH(GOpPMAIIMK OTPAaHUYEHHOTO JOCTYIIA, MPU OCYIIECTBICHUN CBOUX
npaB 0053aHO:



coOnrofaTh TMpaBa W 3aKOHHBIE HMHTEPEChl HWHBIX JIUII;

MPUHUMATh HEOOXOJUMbIE MEPHI 10 3alIUTe HH(DOPMALINY;

OrpaHMYMBaTh JOCTyn K uHopmanuu, eciaud Takas O0Of3aHHOCTh  yCTaHOBJICHA
3aKoHOJaTenbCcTBOM Poccuiickoi denepanni.

B toMm uucne JIOVY, BopaBe eciu MHOE HE MPETYCMOTPEHO 3aKOHOJATENLCTBOM Poccuiickoi
denepanuu:

paspemiath WIM OrpaHUYMBATh JIOCTYN K WH(GOpPMAIMH, ONPEACNATh MOPSIOK M YCIOBHA

TaKoro
JOCTYTa; UCIOJIb30BaTh UH(GOPMALIKIO, B TOM YHCJE PACIPOCTPAHATh €€, 10 CBOEMY YCMOTPEHHIO;

nepenaBaTh HHGOPMAIUIO APYTUM JIMIIAM Ha YCTaHOBJIEHHOM 3aKOHOJIaTEIbCTBOM
Poccuiickoit  @enepaunu  OCHOBAHMM;  3allMUIaTh  YCTAHOBJIEHHBIMU  3aKOHOJATEIbCTBOM
Poccuiickoit @enepannn crocodbamMy CBOU MpaBa B Clydyae HE3aKOHHOTO IMOJIyYeHHs WH(OpMAIHU
WIM €€ HE3aKOHHOT0 WCIOJb30BAaHUS HWHBIMU JIMIAMHU; OCYIIECTBIATh WHbIE JCHCTBHUS C
uH(pOopMaliel WK pa3peniaTb OCYIIECTBICHUE TaKUX
JeICTBUH, €cau 3TU JEHCTBUS HE MPOTUBOpEYaT (eepaibHbIM 3aKOHAM M JIPyTUM HOPMAaTUBHO-
MpaBoOBBIM aKTaMm Poccuiickoit denepanuu.

3amuTta uWHGOpPMAIMM  OTPAHUYEHHOTO  JOCTyHa MPEACTaBiseT CcOOON  IpHUHSITHE
OpraHU3aIlMOHHBIX U TEXHUYECKUX MEp, HAMPABJICHHBIX Ha:

coOuroieHre KOH(PHUICHIIMATHLHOCTH HHPOPMANHY (CKIIOYEHNE HEITPABOMEPHOTO JOCTYIIa,
KOMUPOBAHUS, MPEAOCTABICHUS WM PACHpPOCTpaHEHUsI HHPOpMAIINH); o0ecrieueHrne [EeI0CTHOCTH

uHpopManuu  (MCKIIOYCHUE HEMPABOMEPHOTO YHUYTOXXKCHHS WM MOJU(DHUIIMPOBAHHS

uH(pOpMalIKN); peaTr3aluio MpaBa Ha I0CTYN K uH(opmanuu (MCKII0YCHHE HETPAaBOMEPHOTO

OJIOKMpOBaHUS UHPOPMALIUH).

CpenactBa 3amuThl UHQOPMAIIMH BHEAPSIOTCS MO pe3yabTaTaM MPOBEICHUS OIEHKH PUCKOB
UH(POPMALIMOHHOM 0€30MacHOCTH.

Opranuzanus 3ammMThl HHGOPMAITUT

[Ipu opranmzamuum B JOVY 3amuTel wHGOpMAIMK, JOJKHBI BBITIOJHATHCS TpPeOOBaHUS
@®enepanbHoro 3akoHa ot 27.07.2006 Ne 149-®3 «O6 wuHbopmanuy, HHPOPMAIMOHHBIX
TEXHOJIOTHSIX U O 3almTe HH(DOpPMAlUMU», KOTOPHIE PEryIUpPYIOT OTHOIICHMS, CBSI3aHHBIE C
YCTaHOBJICHHEM, U3MEHEHHEM U MPEKpallleHueM pexuma o0paboTKu 3amuinaeMoil napopmaruu. B
TOM 4Hcie TpeOOBaHMS O 3amuTe WHGOpPMAlMU, HE COCTABJISIONIEN TOCYJapCTBEHHYIO TailHY,
coJlepiKalleiicss B TOCYIapCTBEHHBIX HWH(GOPMAIMOHHBIX CHCTEMax YTBEP>KICHHBIE MPUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «O6 yTBepkaeHUH TpeOOBaHUN O 3aluTe MHPOpPMALUU, He
COCTABJISIIONIEH TOCYapCTBEHHYIO TailHy, COJEpKaIlleicsi B TOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX
CUCTeMax» JJIsi TOCYJapCTBEHHBIX HH(POPMAIIMOHHBIX cucTeM Mo kotopeiM  JIOY saBnsercs
Oneparopom.

B IOV nomuMo peanu3aiuy OCHOBHBIX MEP 3aIUThl HH()OPMAIIUN OCYIIECTBIISETCS:

peryiasipHasi  OIlEHKa W  yOpaBJCHHE pHUCKaMU  WH(OpPMAlMOHHOW  0€30MacHOCTH
B COOTBETCTBUU C YCTAHOBJICHHBIMHU MPOLEAYPaMU B 00JIaCTH YIPaBICHUS pUCKAMU;

nH(pOpMUPOBaHUE, oOyueHue u MTOBBIIICHHE KBaJIM(pUKAITIH pabOTHUKOB
JOYVY B cdepe nnpopmanmoHHON O€30MACHOCTH; METOAMYECKasi IOMOIIh paOOTHHKAM B BOTIPOCaX

oOecrieyeHns HHPOPMALIMOHHOM 0€30MacHOCTH;
aHAJIU3 U MTOMCK BO3MOKHOCTEH IO MOBBIIIEHUIO YPOBHS 3aIIUIIEHHOCTH HHPOPMAITUH.

Jlna opranuzauuu 3amuthl uHGopManuu, JIOY BmpaBe NpUMEHATH CPEACTBA M METOJBI
TEXHUYECKOM 3alluThl, MPEANPUHUMATL JIpyrue, HE NPOTHUBOpEYAIUE 3aKOHOJATENbCTBY
Poccuiickoit ®enepanuu, Mepsl.



B pamkax oOecrieueHust 3aliUThl UHPOPMALIMH, B paMKaX TPYAOBBIX OTHOLIEHUH HEOOXOAUMO
03HAKOMUTBH O]l POCITUCH PAOOTHUKOB, JIOCTYI KOTOPHIX K MH(OPMAIMKA OTPaHHYEHHOTO JOCTYIIA,
HEOOXO/UM ISl BBITIOJHEHUS! IMU CBOUX JIOJDKHOCTHBIX OOS3aHHOCTEH, C MepeyHeM HH(pOpManuu
OTPaHUYEHHOTO J0CTyNa, U NpUHATHIME B JIOY Mepamu 3amuThl HHGOPMALIUH.

Oc00eHHOCTH 3a1UTHI NEPCOHAJBLHBIX TaHHBIX
IIpu  opranmzamuu  oOpabotrkn B JIOY  mepcoHaNbHBIX  JaHHBIX  HEOOXOAMMO

PYKOBOJICTBOBaThCsl TpeOoBaHusiMu DenepanpbHoro 3akoHa ot 27.07.2006 Ne 152-d3  «O

NEPCOHAIBHBIX JAHHBIX.

[lepeuenp wmep, BbINONHEHHWE KOTOpbIX oOecmeunBaer JIOY B KkauecTBe omeparopa

NEPCOHAIbHBIX JAHHBIX, JOJDKEH BKIHOYATh:

HazHaueHue B JIOY OTBETCTBEHHOro 3a OpraHu3aluio OOpabOTKM MEPCOHAJIBbHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, OIPEACISIONINX IpaBuiIa B OTHOMIECHUH OOpPaOOTKH IEepPCOHATBHBIX

naHHbIX B JIOVY, JI0KanbHBIX aKTOB I10 BOIIpOcaM 00paOOTKU NEPCOHAIBHBIX IaHHBIX;

NpPUMEHEHHE OpraHU3allMOHHBIX W TEXHUYECKUX Mep MO0 o0ecledeHuto 0e30MacHOCTH

NEPCOHAIBbHBIX JIAHHBIX B COOTBETCTBUU cO crathedl 19 denepanbHoro 3akona ot 27.07.2006 Ne

152-®3 «O nepcoHaIbHBIX JaHHBIX);

BBIINIOJIHEHUE TPEOOBAHUN MO COCTaBY U COJECPYKAHUIO OPraHU3ALMOHHBIX U TEXHUYECKUX MEp IO

o0OecrieyeHNI0 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX IPU MX 00paboTke B MH(OPMALMOHHBIX

CUCTEMaX MEePCOHANbHBIX JaHHbIX yTBepkAEHHBIX [Ipukazom ®CTIK Poccum ot 18.02.2013 Ne 21

«O0 yTBepXKIEHHMH COCTaBa W COJCPKAHUS OPraHU3AlMOHHBIX M TEXHUYECKHX Mep II0

o0OecrieyeHHI0 0€30MaCHOCTH MEPCOHAIBHBIX JaHHBIX IPU HX 00paboTke B MH(OPMALMOHHBIX

cucTeMax NepCOHANIbHbIX JaHHBIX);

OLIEHKY Bpe€Za, KOTOPBIH MOXET ObITh NPUUYMHEH CyOBbEKTaM MEpCOHAJbHBIX JAHHBIX B Cilydae

HapyueHnusa @enepanpHoro 3akoHa Ne 152-P3, cOOTHOIIEHHE YKa3aHHOTO BpeJa W MPUHUMAEMBIX

OIIepaToOpoM Mep, HAIIPABJICHHBIX Ha 0OecreueHe BHITOJHEHNS 00s13aHHOCTEH, PEAYCMOTPEHHBIX

@enepanbHbiM  3akoHOM  Ne  152-D3; o3nakomsienue pabotHukoB JIOVY, HemocpencTBEHHO

OCYILECTBIIAIONIMX O00pabOTKY NEepCOHANbHBIX JaHHBIX, C TOJOXXEHUSIMH 3aKOHOJATENbCTBA

Poccuiickoit ®denepanyin 0 NEPCOHANBHBIX JAHHBIX, B TOM 4YHCIE TPeOOBAaHUSAMHM K 3alllUTe

NEPCOHANBHBIX JIaHHBIX, JIOKYMEHTaMH, ompejaesstomuMu TpeboBanus JIOY B oOTHOLIEHUH

00pabOTKM MEPCOHATBHBIX JaHHBIX U OOy4YeHHE, MPU HEOOXOIUMOCTH, yKa3aHHBIX PaOOTHUKOB.

Obecneuenne 6€30MaCHOCTH NMEPCOHABHBIX JAHHBIX JOCTUTaeTcs, B YaCTHOCTH:

ONpe/ieIeHUeM  Yrpo3 M Hapymurenaed  0€30MacHOCTH  HEepCOHANbHBIX  JIAHHBIX
npu ux o0paboTke B MH(OPMALMOHHBIX CUCTEMaX MEPCOHAIBHBIX JTaHHBIX; OMpPENEICHUEM YPOBHS
3alMIIEHHOCTH EPCOHAIBHBIX IaHHBIX B COOTBETCTBUU

¢ TpeboBanusmu [locranosnenus I1paButensctBa Poccuiickoit @eneparun ot 01.11.2012 Ne 1119

«O0 yTBepkAeHUH TpeOOBaHUN K 3alUTe IMEPCOHAIBHBIX JaHHBIX INpPU HX 00paboTke B

UH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TAHHBIX);

IIPUMEHEHHUEM IIPOLIEIIINX B YCTAHOBJIEHHOM MOPSAKE MPOLENYPY OLEHKHA COOTBETCTBUS

CPEZCTB 3alIUThl HH(OPMAIINH;

OLIEHKOH 3()()EeKTUBHOCTH NMPUHHUMAEMBIX MEp IO 3alIUTe MEepPCOHAIBHBIX JaHHBIX J0 BBOJA B
HKCIUTyaTali0 HMH(POPMAIIMOHHON CUCTEMbl MEPCOHANBHBIX JAaHHBIX; BOCCTaHOBJICHHUEM
NEPCOHAIBHBIX JaHHBIX, BCIEICTBUE MOJMyUEHUSI HECAHKIIMOHUPOBAHHOIO JOCTYIIA K HUM;
YCTAaHOBJIEHHUEM TMpaBWJI JIOCTyHa K MEPCOHAIbHBIM JIaHHbIM, 00pabaTbiBaeMbIM B

UH(POPMALIMOHHBIX CHUCTEMAax IMEPCOHAJIBHBIX JAHHBIX, a TaKXKe OOECIIEYEeHHEM PETUCTpAlMh |

yuyeTa BceX JeHCTBUHM, COBEpIIAEMBIX C MEPCOHATIBHBIMHU JaHHBIMH B MH(POPMALMOHHBIX CHUCTEMAx

MEPCOHAIBbHBIX JAHHBIX; KOHTPOJIEM 3a IMPUHUMAEMbIMH MEpaMHU [0 3allUTe I[EePCOHATIbHBIX



JAHHBIX U ONpPEAEJICHHOI0 YPOBHS 3alllMIIEHHOCTH HH()OPMAIMOHHBIX CHCTEMAaxX MEpCOHAIbHBIX
JaHHBIX B MPOLIECCE €€ IKCILTyaTallUu.
5. OCHOBHBIE TPEBOBAHMS K IPOHECCAM OBECIIEYEHUA
NH®OPMAIIMOHHOM BE3OIMACHOCTH

MeTtoanyeckoe pyKOBOJICTBO, Pa3pabOTKy peuIeHuid 1o 3amuTe HHHOpMAIHH, COrJIacOBaHHUE
BbIOOpa CPEJCTB BBIUMCIUTEIBHON TEXHUKH, IPOrPAMMHBIX U MPOrPaMMHO-ANNapaTHBIX CPEICTB
3alIUThl MHGOpPMALMK, OPraHU3aluio padoT IO BBIABICHUIO BO3MOYKHOCTEH M IpPEAyHpexICHUIO
YT€YKH M CBOMCTB 3alluinaeMold HWHGPOpPMALKU, AaTTecTauuio OO0BEKTOB HWH(POpPMATU3ALUT
OCYIIIECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpHbIE Noapazaenenus 10V,

Puznyeckas 0e30MaACHOCTH

[IpunHsTEIE OpraHuM3alMOHHBICE W TEXHUYECKHE Mepbl Mo 3ammre nomeuieHut IOV,
CEepBEPHOT0 M KOMMYTALMOHHOTO OOOpYNOBaHMs, aBTOMAaTHU3UPOBAaHHBIX paboOuuMX MeCT
noJjb30Baresnel nHpopMaunoHHbIX cucteM JJOY obecneunBaroT pean3aluio ClIeAYOIIUX Mep I10:
pasrpaHrueHHIO AOCTyna paboTHUKOB B momemnieHust JIOY B COOTBETCTBUU € UX MOJTHOMOYHUSIMH U
JOJDKHOCTHBIMU - OOSI3aHHOCTSIMH; perucTpanud (pakToB BxoJa paOOTHUKOB B MOMEIICHUS, B
KOTOpBIX BeleTcd 00pabOTKa MEpPCOHAIbHBIX JAHHBIX; KOHTPOJUPYEMOMY HpeOBIBAaHHUIO
nocroponHux Jmn B JIOY B momemeHus, B KOTOPbIX Bexercst o0paboTka WHpOpManuu
OTPaHMYEHHOr0 JIOCTYNa M pa3MEILIEHbl almapaTHble CpeAcTBa HMHMOPMAIMOHHOM CHCTEMBI;
OpTraHM3aINH PEKIMa KOHTPOIMPYEMOT0 BHOCA/BBIHOCA CPEICTB 00pabOTKH MH(OPMAIIHH.

ITomemienuss JIOY  nmomxHbl  OBITh  00OpPYJOBaHBl  JETEKTOpAaMH OTHS M JIbIMa,
OTHETYLIUTENIMHA, CUCTEMAMM KOHJMIMOHUPOBAHMS BO3/1yXa, CPEICTBAMHU OXPaHHO-IIOKapHOU
CUTHAJIM3aL1U.

OcHOBHOE cepBepHOE U KOMMYyTaLMOHHOEe o0opynoBaHue JJOY 10KHO OBITh 3alMIEHO OT
nepeboeB B IOJaue 3JIEKTPOIHEPIHMHM MyTeM MOJKIIOYEHHUS K JJIEKTPOCETH C MpPUMEHEHHEM
UCTOYHUKOB OecriepeOOMHOr0 MNHUTaHUS W PE3EpBHOrO  Au3enb-reHeparopa. Mcrounuku
Oecriepe0OHHOr0 MUTAaHUS HEOOXOJUMO PETYISpPHO TECTHPOBATH M MPOBEPATH YIMOTHOMOUYEHHBIM
pabotHukam JIOY B cOOTBETCTBUHU C pEKOMEHAALMSIMH POU3BOIUTENSL.

[lopTaTuBHBIE = TEXHHYECKHE CpEACTBA HE JIOJDKHBI  OCTaBaTbCcsd 3a  Mpelenamu
KOHTpoJpyeMoii 30HbI JIOY 6e3 KOHTpoJIst co cTOpoHbI paboTHUKOB JIOY.

be3onacHocTh Ha paGoueM MecTe

3anperniaercs BECTH 3allMCh MapoJiell B OTKPHITOM BHJI€ Ha MaT€pUAIbHBIX HOCHUTENS, 3a
UCKJTIOUEHHEM CIIy4aeB, perjaMeHTUPOBAHHBIX METO/I0B XPaHEHHUSI.

JIOKYMEHTBI U HOCHUTENIH C MH(OpMalueil OrpaHMYE€HHOTO JOCTYIa JOJKHBI yOMpaTbcs B
orneyareiBaeMble Mecta (ced¢dbl, mkapel u T.I.), NpH yxoie ¢ pabodyero mecta. Ha
aBTOMaTU3MpoBaHHOM paboueM Mecte [lonmb3oBarens pabouas ceccus AOKHA OBITH INpepBaHa,
paboumnii cton 3abmokupoBaH. Bxoj mosbp3oBaTenss B CUCTEMY HE JIOJDKEH BBITIOTHATHCS
ABTOMAaTUYECKHU.

JIOKyMEHTBI, cofiepKalie nHPOPMAIIUIO OTPAHUYEHHOTO JJOCTYIA, TOJDKHBI CPa3y U3bIMAThCS
U3 TMeyaTalomMX YycTpoicTB. [l yTunmsauumu KOH(QUIEHIMAIbHBIX JOKYMEHTOB, JOJIKHBI
HCIIOJIb30BAThCSl YHUUTOXHUTENN JOKYMEHTOB HE HIKE 4 ypOBHS MO CTaHIapTy O€30MacHOCTH,
NPUMEHSIEMOMY K YHUUTOXKUTEISIM JIOKYMEHTOB.

[Ipy wWCHONB30BAaHMM MOOMJIBHBIX TEXHHUYECKHMX CPEICTB HEOOXOOUMO  COOJIIOJATh
JIOTIONTHUTEJIbHBIE MEphl 10 PErjaMeHTallud U KOHTPOJIIO HCIOJb30BaHHUs B HH(OpPMALIMOHHOU
cucTeMe MOOUIIBHBIX TEXHUUYECKUX CPECTB.

Haxoxpaenue mnpeacraButeneil IOpUAMYECKHX JIMII B paMKaxX HCIOJHEHHS JIOTOBOPHBIX
0053aTeNIbCTB B TOMELIEHHUSIX, B KOTOPBIX BeaeTcs o0paboTka HHGOpMAIMM OrpaHHYEHHOTO



JIOCTyTNa WH()OPMAIMOHHON CHCTEMBI, BO3MOXXHO TOJBKO B COMPOBOXKACHHH paboTtHuka 1OV
JIOTYIIEHHOTO 710 00pabOTKU TakoW WH(pOpMaIuy.

Pa3zmMenienne TeXHMYECKUX CpEACTB BbIBoAa HH(popmanuu B momemieHusx JOY rumuazus
Ne49 mpowusBogUTCS ¢ yU4ETOM HCKIIOUEHHUS BO3MOXHOCTH BH3YaJIbHOTO MPOCMOTpa MH(POPMALIUU
MOCTOPOHHUMH JIMIIaMU M paOOTHUKAMH, HE JIOMYIIEHHBIM K paboTe ¢ JaHHOU WH(pOopManue.

TexHuuyeckue cpeacTBa AOKHBI pa3MelaTbcsl W XPAHUTHCS TakKUM OOpa3oM, YTOObI
COKPATUTh BO3MOXKHBII PUCK MOBPEXKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

Texnuveckoe 00cay;kUBaHNe 000PYAOBAHUS

Texuuueckue cpencrsa JOY AOMKHBI NMPOXOAWTh HA PETYJSIPHOM OCHOBE CEPBHUCHOE
00CTyKMBaHUE B COOTBETCTBHH C PEKOMEHIAIUSAMH MPOU3BOAUTENCH 000PYAOBAHHUS.

PemoHT ® cepBuCHOE OOCITyXHBaHHE OOOPYHOBAaHHS JOJDKHBI BBINOJHATHCS TOJBKO
KBAJTM(UIMPOBAHHBIMH CIICIIHATTUCTAMHU.

Texuuueckoe oOcCTyXMBaHHE OOOPYAOBAHHUS CTOPOHHUMH OpTaHU3ALUSIMH HE JOJIKHO
NPUBOUTH K PUCKY HapYIIEHHUS KOH(PUACHIIUAILHOCTH 3aIUIIaeMOl HHPOPMAIUH.

B3aumopneiicTBHe ¢ TPETHUMHU JIMLIAMH

B nenax obGecneuenuss undopmanuonHoit 6e3omacHoctu JIOY mpu B3auMoAecTBHH ¢
TPETHbUMH JIUIAMH JTOJKHO BBIMOJIHATH CIEAYIOUINE MEPOTIPUSATHUS TIO:

3aKIJIFOUEHUIO COTJIAIlIeHUs O Hepas3rialleHnd HHGOPMAIIUU OTPAHUYEHHOTO JOCTYTIA,
IIOJIyYUEHHOM B XOJI€ MCIIOJHEHUs JOTOBOPHBIX O053aTEIbCTB; OCYLIECTBIEHUIO KOHTPOJIA 3a

NEHCTBUSMU MPEICTaBUTENICH KOHTPAreHTOB B Mpeaenax
KOHTpoJsinpyemoi 3061 JIOVY.

YupasiieHue ;KU3HEHHBIM HUKJIOM HH(OPMALMOHHBIX CHCTEM

Meponpusitusi B Ipolecce >KU3HEHHOro LuKJIa HHPopManuoHHbIX cucteM JOVY nomxHbI
ObITH HaIlpaBJICHbI Ha OOecreueHune 3aliuThl UHQOPMAIMK MIPH BBOJE B JeCTBUE, SKCILTyaTalluHy,
COINPOBOXKACHUM U MOJIEPHU3AINH, BBIBO/IA U3 SKCILITyaTal[1H.

OcHoBaHMeM IpHU pa3paboTke HHPOPMALMOHHBIX CHCTEM JOJDKHBI SBIATHCA pPELICHUS
INPUHATBIE HA CTaJAuu (OpMUpPOBaHUS TpeOOBaHUM, cojaepkaliue TpeOOBaHUS B TOM 4YHCIE IO
CUCTEME 3alllUThl HH()OPMALIUH.

JIro6oe niuaHupyemMoe K BHEAPEHUIO H3MEHEHNE HH(POPMAITMOHHONW CUCTEMBI ITPEIBAPUTEIIBHO
JOJDKHO ~ OBITh  NMPOAHAJIM3UPOBAHO HAa  COBMECTUMOCTH M OTCYTCTBHE  HapyLICHHUH
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE€ CPEACTB 3aLIUThI HH()OPMALHH.

PaGotel mo MopjepHu3auMKM HMH(POPMALMOHHOW CHUCTEMBI, B TOM YHCIE [0 YCTaHOBKE
IPOTrpaMMHOTr0 obecrieyeHus: 1 OOHOBJICHUH, JOJKHBI IPOBOJIUTHCS B Hepabouee BpeMs WM BpeMs
HaWMeEHbIIeH pabouelt Harpy3KH.

IIpu BBIBOZE U3 OKCIUTyaTallMd HHQOPMAIIMOHHBIX CHCTEM JOJDKHO 00ecreunBaThCs
rapaHTUPOBAHHOE yJalleHne 00pabaThIBaeMON U XpaHUMOM B HUX MH(OpPMaIIUU C UCIIOJIb30BAHUEM
CPEICTB TapaHTHPOBAHHOI'O YHUUYTOKEHHUS MH(OpMAIMM WM MyTeM (PU3MUYECKOr0 YHUUTOXKEHUS
HOCHUTEJIeH HHPOPMAIIHH.

Bce npouenypsl odecrieueHus 3amuThl HHGopMaium, yctanoBienHsle B /IOY B oTHomeHun
MH(OPMALIMOHHBIX CUCTEM, JIOJKHBI BBIMOIHATHCS U KOHTPOJIUPOBATHCS OTBETCTBEHHBIMU JIMLIAMU
3a OpraHu3aluio padoT Mo 3aluTe HHPOPMAIUH.

KonTpoJs noctyna k HHpOpMaMOHHBIM CHCTEMaM

Bce pabotnuku JIOY, nomymieHHble K pabore ¢ MH(GOPMALUOHHBIMU CHUCTEMaMH HECYT
NEPCOHANBHYI0 OTBETCTBEHHOCTh 3a HApYIIEHUs YCTAHOBJIEHHOIO MOpsAJIKa 0O0pabOTKU
uHpOpMaLIUH.

YpoBeHb TONHOMOYMI Tmonb3oBarenss B HHPopMmanuoHHoil cucreme JIOY nomxeH
OTIPENIeNATHCS B COOTBETCTBHUHU C €T0 JOKHOCTHBIMU OOSI3aHHOCTSIMH.



Joctyn momnb3oBateneid k mHGopmanmoHHbIM cucteMaMm IOV momKeH KOHTPOIMPOBATHCS
aIMHUHHCTPATOPOM MH(OPMALIMOHHON CUCTEMBI.

Ocy1ecTBiIeHHE PETrYISPHOTO KOHTPOJS BBIMOJHEHUS OPraHU3allMOHHO-PACIOPSIUTEIbHBIX
JOKYMEHTOB, KAacalolUXCsl periaMeHTanuu Jaomycka pabotHukoB JIOY K wuHPpOpMAIMOHHBIM
CUCTEMaM.

Nnentuduxanus u ayreHTuGUKANUA

JHoctyn monb3oBaTeneid K MH(OOPMALMOHHBIM CHUCTEMaM JOJDKEH MPEJOCTaBISATHCS TOJIBKO
1I0CJIE YCIICIIHOTO 3aBEepIICHNUS HICHTH(PUKALINY, ayTEHTH (UK.

[lonydyenue mnonbp30BaTeNeM HMEHM B HMH()OPMAIMOHHOM cHUCTeME U Mapoiii, KOTOpbIe
00eCTeynBarOT TOCTYT K MH()OPMAITMOHHON CHCTEME, TOIHKHO OCYHIECTBISTHCS 110 MPEICTABICHUIO
PYKOBOAMTENS CTPYKTYPHOT'O MOAPA3IETICHHUSL.

YupasieHue 10CTynom

B JOY nomKHO OCYHISCTBIATHCS YIPABICHHE IOCTYNIOM K HMH()OPMAIIMOHHON cucTeMe
MOCPEACTBOM peaju3alud HEOOXOAMMBIX METOJOB, THUIOB M MPAaBWJ pasrpaHUUYEHUs JOCTyma
nonb3oBareinsiM uHbopManmonHoit cuctembl JIOY. B Tom umcne oOecredyeH 3allUIEHHBINA
YIAICHHBIA JOCTYN CyOBEKTOB JOCTyHa K OOBEKTaM JOCTyIa Yepe3 BHENIHHE MH(OPMAIMOHHO-
TEJIEKOMMYHUKALlMOHHBIE CETH.

Bbe3onacHocts npu padore ¢ HOCUTEIIMH HHGOPMAUKT

Paborauku JIOY HOKHBI MCHOIB30BATh TOJIBKO YYTEHHBIE ChHEMHBIC MAITMHHBIE HOCHUTEIH
uH(pOpMallMK JJI BBIIOJHEHHUS CBOUX JOJDKHOCTHBIX OOsi3aHHOCTeH. Vcmonb3oBaHHE ChEMHBIX
MaIIMHHBIX HOocuTeneil undopmanyu B JJOY B MHBIX LIETSX CTPOTO 3aMPEIICHO.

CheMHbIe MalIMHHBIE HOCUTENIN UH(POPMALIUH JOJKHBI XPAHUTCS B ONEYaTHIBAEMBIX IIKadax,
B MIOMEIIEHUSIX B KOTOPBIX MPeaycMOTpeHa 00paboTka nH(OpMalyd OTpaHUYEHHOTO JOCTYTIA.

B cnyuae kpaku win noTepy Chb€MHOTO MAIIMHHOTO HOCHUTENS MH(OPMALUHU, a TaKKe MHBIX
UHIMJICHTOB, KOTOpblE MOTYT INPHUBECTH K HAPYIICHHIO CBOIMCTB MH(OpMAIMK OrpaHMYEHHOI'O
JI0CTYyTA, JOJKHBI IPOBOJAUTHCS MEPOIIPHUSTHS 110 PACCIIEJOBAHUIO TAKUX MHIUACHTOB.

[Ipu BIBOZE M3 AKCILTyaTallMd ChbEMHOI'O MAIIMHHOTO HOCHUTENS MH(POpMAIMH, BCE JIaHHBIE,
XpaHAILIMeCcs] Ha HEM, JOJDKHBI ObITh YAaJeHbl ONpeAesIeHHON KOMHUCCHEH W3 4uciia pabOTHHKOB,
CPEJICTBOM rapaHTUPOBAHHOTO YHUUTOXKEHHSI UH(POpPMAaILIUH.

@akT yHHYTOKEHUS MH(OpPMAIMM Ha CBEMHOM MAalIMHHOM HOcUTele HH(opMauu
¢bukcupyercss B akTe 00 YHUYTOXKEHUM HH(GOPMAIMU CO CHEMHOIO MAIIMHHOIO HOCHUTENs
UHpOpMaLIUH.

Perucrpanusi coobITHii

B JAOVY pomxHa OCYHIECTBISTHCS PETUCTpAllMd COOBITHH 0€30MacHOCTH  Ha BCeX
KOMIIOHEHTax uH(popMmannoHHbIX cucteM JIOY, B KOTOphIX o00pabaThIBaeTCs 3alluinaemMast
uH(popManus.

AHTHBHPYCHas 3alIATA

B mensax oOHapyXeHHsT U YCTpaHEHHs BpeIOHOCHbIX mnporpaMmM B JIOY  momkHBI
UCIIOJIb30BaThCS CPEJICTBA AaHTUBUPYCHOM 3aLUTHI HH(OPMAIIHH.

OO0s13aTeIbBHOMY KOHTPOJIIO CPEACTBOM AHTHUBHPYCHOM 3allluThl HMHQOpPMalMM JIO0JKHA
nojauexarb Jro0as wuHopmanus (TeKcToBble (alabl JOOBIX QopmaToB, Qailnbl JaHHBIX,
UCTIOJIHAEeMBIe (aiiyibl), IodydaeMas U reperaBaeMas Mo JIOKaJIbHOW BBIYMCIUTEIBHON CETH B TOM
YHClIe U CeTSAM OOIIEro MOJb30BaHUs, a Takke MH(OpMalus, XpaHUMasi Ha ChEeMHBIX MaIIHMHHBIX
HOCUTEISAX UH(POPMAIIHH.



IIpu ycraHOBKE NpPOrpaMMHOro oOOECIEeUeHHs WIM €ro OOHOBJIIEHHS Ha CEBEpPHOE
000Opy/s0BaHUE JOJKHA aBTOMAaTHUYECKU BBIIOJHATHCS IPEIBapUTENbHAs IPOBEPKA JAHHOIO
IPOrpaMMHOr0 00ecrieueHHs! Ha OTCYTCTBHE BPEIOHOCHOT'O MPOTrPaMMHOI0 00ECTIEYECHHUS.

OOHnoBienue 0a3 CUTHATYp ISl CPEACTBA AHTUBUPYCHOW 3alIMThl MH(OPMAIMH JIOJKHBI
OOHOBJIATHCS €KEAHEBHO.

[Tonp3oBarenu 6e3 mpaB agMUHHCTpaTopa MHGOpMaruoHHOW cucTeMbl JIOY He MOIKHBI
UMETb BO3MOXXHOCTb TOJIy4EHHS JOCTYyNa K KOHPHUTypaluyd aHTUBUPYCHOTO CPEICTBA 3aIIUTHI HJIN
€ro OTKJIFOUEHHUS.

KoHTpoJib 3a1IMIIEeHHOCTH NEePCOHAJBHBIX JAHHBIX

B mensx MCKIIOUEHUS SKCIUTyaTallMd YSI3BUMOCTEH MPOrpaMMHOTO 00eCHeueHUs JOJKHBI
IPOBOJIUTCS pabOThl IO BBIABIECHUIO, AHAIU3Y YSI3BUMOCTEH WH(POPMALMOHHOM CHCTEMBI U
OIlEpaTUBHOE yCTPaHEHHE BHOBB BBISBICHHBIX yA3BUMOCTEH. B ToM uucie opranusainus KOHTPOJISA
YCTAHOBKHM OOHOBJIEHUS IPOIPaMMHOI0 00ecIieYeHs BKIIK0Yask CPEACTB 3alUThl HH(OPMAILIHH.

Hcnosb30BaHHe MPOrpaMMHOTO 0becneyeHust

Beibop mporpamMMHOro obecrneueHuss s NPOU3BOACTBEHHbIX Hyxa JOVY  nomxen
IIPOU3BOJUTHCS B NPUOPUTETE K OTEYECTBEHHOMY, BHECEHHOro B EJMHBIN peecTp pOCCUHCKUX
OporpaMM Ui 3JIEKTPOHHBIX BBIYMCIMTEIbHBIX MAllMH M 0a3 JaHHbIX. B cilyuyae OTCyTCTBHS
aHasiora B EnMMHOM peecTpe pocCHUHCKUX MPOrpamMM JUIsl SJEKTPOHHBIX BBIYMCIUTENBHBIX MAIIUH U
0a3 TaHHBIX JOMYCKAeTCs MCII0JIb30BaTh IPOrPaMMHOI0 0OecleueHue UMIIOPTHOTIO IIPOU3BO/ICTBA.

Hcnonb3oBanue cpeacTB Kpunrorpaguueckoi 3ammTbl HHPOPMaLUH

Obecneuenne 3amuThHl HHOOPMAIIMK OTPAHUYCHHOTO JOCTYIA OT PACKPBITHS, MOAU(DUKAIIUH
U HaBs3bIBaHUA (BBOJA JIOKHOW MH(poOpMalnuu) mpu ee nepenade (IOArOTOBKE K Iepepade) IO
KaHaJlaM CBSI3M, HMEIOIIMM BBIXOJA 3a IHpeAeibl KOHTPOJUPYEMOIl 30HBI, OOecreYuBaeTcs
IPUMEHEHHUEM CPEICTB KpUNTOrpaduyeckoi 3aiuThl UHPOPMALIUH.

[Ipno6perenue cpencts kpunrorpaduyeckoit 3amutel nHGopmanuu JJOVY ocymectBiseTcs
Ha OCHOBaHHUM JIOTOBOPOB M KOHTPAKTOB C JINLIAMU MMEIOMIMMH JAeHCTByOIy0 guieH3nio OChb
Poccunm Ha ocyuiecTBieHHE IEATEIBHOCTH IO pa3paboTKe, MPOU3BOACTBY, PaclpOCTPaHEHHIO
mUPpoBaibHBIX  (KpUOTOrpadUUecKux)  CPeACTB,  HMH(OPMALMOHHBIX  CHUCTEM "
TEJIEKOMMYHHUKAIIMOHHBIX ~ CHUCTEM,  3alllMIIEHHBIX C  MCIOJIb30BaHUEM  IIHU(POBAIBHBIX
(kpunTorpaMUecKux) CpeaCTB, BBIIOJHEHHIO pabOT, OKa3aHUIO YCIyr B 00JacTH MIU(POBaAHMS
uH(pOpMallMK, TEXHUYECKOMY OOCIY)XMBaHHMIO MIH(POBAIBHBIX (KpUNTOrpaduyecKkux) CpecTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHHUKALIMOHHBIX CHUCTEM, 3alllMIIEHHBIX C HMCIOJb30BAHUEM
mudpoBanIbHBIX (KpUOTOrpapUUecKuX) CpeACTB (3a HCKIIOUEHHEM Cllydasi, €ClIi TeXHHYEeCcKoe
oOciyXuBaHUE MHUPPOBANBHBIX (KpUNTOTpadUUecKuX) CpencTB, MHOOPMALMOHHBIX CUCTEM U
TEJIEeKOMMYHUKALlMOHHBIX ~ CHCTEM,  3alMIIEHHBIX C  MCHOJb30BaHHEM  MIHM(POBAIBHBIX
(kpunTorpaMUecKux) CpeICTB, OCYIIECTBIAETCS JUId OOeCleYeHHs COOCTBEHHBIX HYXA
IOPUAMYECKOTO JINLA WIM UHAUBUAYAJIBHOTO TPEAIPUHUMATEIS).

B unensx opranumszanuu u obecriedeHMM Iepenayd MHGOpMaluu MO KaHajaM CBSI3M  C
HCIIOJIb30BAaHUEM CpEJICTB KpunTorpadudeckoi 3amuTbl MHGOPMALMU, a TaKKe BBIMOJIHEHUS
nuneH3noHHbIx TpeboBanuii ®Ch Poccun B JIOY momkeH OBITH CO3/1aH OpraH KpUNTOTrpadudecKon
3aIlUTHL.

[Topranbapie pemenns JIOY ¢ BO3MOXHOCTBIO JIOCTYNa C CETEH OOIIETro MOJIb30BaHUS
JOJKHBI B MPUOpUTETE pa3pabaThiBaThCsl ¢ OpraHM3aleil 3alllMIIeHHOT0 KaHaja IMOCPEICTBOM
nportokosia TLS ¢ nmogaepxkoit anropurmos ['OCT 34.10.



HUcnonb3oBaHue 3JIEKTPOHHOMH MOYTHI

ONeKTpoHHas IouTa JOJKHA ucnoib3oBateess B JIOY ¢ menplo opraHu3anud oOMeHa
JJIEKTPOHHBIMU  COOOILEHUSAMHM MEXJy paboOTHUKaMM M CyObeKTamMu HMH(OPMAIMOHHON
0e30MacHOCTH.

[lpy wuCmONB30BaHUM DJIEKTPOHHOH MMOYTHl 3ampemaercs: OoOMeH uHdopMmauued s

CIIy’K€OHOTO TOJIb30BaHUs, a TAKXKE HHPOPMAIIUEH OrpaHUYCHHOTO
JIOCTYIa; IMpPEeJOCTaBI€HUE JOCTyNa K 3JEKTPOHHON IOYTE C MCIOJIb30BAaHMEM JIaHHBIX CBOEH

Y4ETHOU
3allUCH TPeTbUM JIMIaM; IyOJUKalUsi CBOEro CIyXeOHOro ajapeca 3JEKTPOHHOW IMO4YTHI B

JJIEKTPOHHBIX KaTanorax,

Ha IIOMCKOBBIX MalllMHaX M JApYyrux pecypcax certu HMHTepHET B ILENAX, HE CBS3aHHBIX C
UCIIOJIHEHUEM CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH; IOANUCKAa IO 3JIEKTPOHHOM IOYTe€ Ha
pasIinyHble pEKJIaMHbIE MaTepHualbl, JHMCThl PACCBUIKHM, 3JEKTPOHHBIE JXypHaJlbl M T.H., HE
CBSI3aHHBIE C BHINOJIHEHUEM [10JIb30BaTEIEM JOPKHOCTHBIX 00s13aHHOCTEH;

OTKpBITHE (3aI1yCK Ha BBINOJHEHHE) (aifioB, MOTYUYEHHBIX 110 3JEKTPOHHOM MOYTe
WM U3 pecypcoB ceTu UHrepHer, 0e€3 MpenBapUTEIbHON MPOBEPKH HX AHTHUBUPYCHBIM
IIPOrPaMMHBIM 00€CIIEYEHUEM.

Pabora B ceTsix 0011ero noJL30BaHus

JOY ocraBnser 3a co0oi mpaBo OJOKMPOBATH WM OTPAHWYMBATH JOCTYN PabOTHHKAaM K
CeTsSM CBSI3U OOILEro MoJb30BaHUs, B TOM 4ucie ceTu MHTepHeT, copepikaHue KOTOPBIX HE UMEeeT
OTHOILIEHHSI K UCTIOJTHEHUIO JIOJDKHOCTHBIX O0S3aHHOCTEH, a Takke K MHPOPMAIMOHHBIM pecypcam,
COAECp)KAaHUE M  HANPABICHHOCTh KOTOPBIX 3alpelICHbl 3aKOHOAATEIBCTBOM Poccuiickon
denepauuu.

Wudpopmanus o mnocemaemblx pabotHukamu  JIOY  uHPOpPMAaLMOHHBIX  pecypcoB
IPOTOKOJUPYETCSl JJIsl MOCHEAYIOLIEro aHaiu3a M, Ipu HEOoOXOJUMOCTH, MOXKET ObITh
IpeJICTaBICHa PYKOBOJUTENSM CTPYKTYPHBIX IMOJApa3JeleHuid, a Takxke pykooaurento JOY mus
KOHTPOJISL.

ITpu wncnonb3oBaHMK ceTH VHTEpHET 3amperieHo: MCNojab30BaTh NpenocTaBieHHb [IOY

JocTyn B ceTb VIHTEepHET B JIMYHBIX LENSIX; MCHOJIb30BaTh HECAHKIIMOHUPOBAHHBIE

IIPOrpaMMHBIE U TPOIPaMMHO-aINIapaTHbIE CPECTBA,

MO3BOJIAIOIINE TIOJYYUTh HECAHKIIMOHUPOBAaHHBIA JOCTYyN K ceTH VIHTepHeT, mnyOIuKoBaTh,
3arpyarhb U paclpoCTpaHsATh MaTepUalbl, COAepKaIue HETOCTOBEPHYIO
undopmarnuro o 10V, a taxke panscupunuponats cBoit [P-aapec.

Pe3epBHOE KONMMPOBaHKMeE M BOCCTAHOBJICHHE JAHHBIX

Ocy1ecTBieHNE PE3EPBHOIO KOMUPOBAHUS JOKHO OCYIIECTBISTHCS JUIS:

nHopmanuu, oOpabaTeiBaeMOii Ha (alIOBOM cepBepe U CEpBEpEe  MPUIIOKCHHH,
UH(POPMALIMOHHOM CHCTEMbI; PabOYMX MECT aJMUHUCTPATOPOB

MH(OPMALIMOHHON CUCTEMBI.

YacTota M pexXHUM pPE3epBHOTO KOMHMPOBAHMS YCTAHABIMBAIOTCS TakUM 00pa3oM, 4TOOBI
o0ecrneynTh MUHUMAJIbHYIO TIOTEPIO JaHHBIX M OTIEPaTHBHOE BOCCTAHOBJICHHE.

Hactpoiika pe3epBHOro KONUPOBAHHS M BOCCTAHOBJICHHS PECYPCOB HH(POPMAIIMOHHBIX
cucteMm /IOY nomKHBI IPOBOIUTH YIOJHOMOYEHHbIE paboTHHKH JJOY.

Pe3epBHOE KONMMpOBaHHE [OJKHO OCYIIECTBIATHCA B ABTOMAaTMUECKOM pEeXHUME €
IIPUMEHEHUEM OTEYECTBEHHOI'O CIELMAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KONHUPOBAHUSA  C

JIEHCTBYIOIIUM CEPTU(PUKATOM COOTBETCTBHSI 1O TpeOOBaHUSAM 0€30MacHOCTH HWH(POPMAINH
OCTOK Poccun.



6. OCHOBHBIE TPEBOBAHMUS K ITPOINECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOHN BE3OIACHOCTBIO
MoOHMTOPUHT MH(POPMAITMOHHOI 0€30I1ACHOCTH

Ha nocrtosiHHON OCHOBE JOKEH MPOBOAMTHCA KOMIUIEKCHBIN aHaIn3 (PYHKIIMOHUPOBAHUS
nHpopmanmonHoi cuctemsl [JOY 1 BO3ZHHKAIOMNX COOBITHI MHGOPMAIIMOHHON O€301TaCHOCTH.

[Iporiecc MOHHMTOpPUHTA CUCTEMBbI oOecredeHus HH()OPMAIMOHHONW O€30MacHOCTH JOJDKEH
BKJIIOYAaTh B C€0sl KOHTPOJIb OPTaHU3AIMOHHBIX M TEXHMYECKHX Mep IO 3amuTe WHPOopMaluy,
aHaJM3 apaMeTpoB KOHPHUTypallMyi U HACTPOMKH CPECTB 3aIUTH HH(POPMAIIH.

[Ipu mpoBezieHNHM KOHTPOJBHBIX MEPOINPUSATHI, CBI3aHHBIX C OLEHKOHN peanu3anuu Mep IIo
sanmre uHQopMmanmu B JIOY, yHoIHOMOYEHHbIE pPAOOTHUKU JIOJDKHBI  MPHIEPKUBATHCS
CJIETYIOIIUX MPUHLIUIIOB!

He HapymaTh GyHKIHOHUpOBaHUE AesTenbHocTH JJOY

JIEICTBOBATh B COOTBETCTBUU C YTBEPKICHHBIMU OPTaHU3AIMOHHO-PACIIOPSTUTEIILHBIMU
nokymentamu JIOVY 1o 3amure nHbOpManny; He CKPHIBATh (PAKTHI BHISIBICHHBIX COOBITHIA

nH(GOPMaLIMOHHON 6€30MacHOCTH; O(OPMIISITh OTUETHI, TOATBEPKIAIOIIUE BHITOJIHEHNE

MEPONPUITHUH 10 3aIIKUTE HHPOPMALUH.

Wudopmanus, moiydyeHHas B XOJ€ NPOBEACHUS KOHTPOJIMPYIOIIUX MEPONPUATHH O
JNEHCTBUAX, COOBITUSX M IapaMeTpax, MMEIOLIUMX OTHOUIEHHE K peald3allud Mep M0 3alluTe
uH(pOpMalnH, T0JDKHA KOHCOJIUAUPOBATHCS U XPAHUTHCS B MECTaX, MCKIIOYAIOMIMX MOTy4yeHHE K
HEll HECaHKIIMOHMPOBAHHOI'O JOCTYIIA.

MOHHMTOPUHT JaHHBIX O 3aPETUCTPUPOBAHHBIX COOBITHSAX WHGOPMAIMOHHON OE€30MacHOCTH
JIOJIKEH MPOBOJAUTHCS, IO BO3MOXKHOCTH, C HUCIOJB30BAHUEM CHUCTEMbl MOHUTOPUHIA MHLUJEHTOB
nH(OPMaIIMOHHON 0€30MaCHOCTH MM BCTPOCHHBIX MEXaHU3MOB HACTPOWKU U ayJauTa COOBITHI B
OPOrpaMMHBIX W TPOrpaMMHO-aNMapaTHBIX CPEICTBaX, HCIONIb3YyeMBIX B HWH()OPMAIMOHHON
uHdppactpykrype 10VY.

YnpasJiieHue puckamu

Onpenenenre BHYTPEHHUX TPeOOBaHUM 110 3alIUTe UHPOPMAIMH, TOJKHBI OCHOBBIBAThCS Ha
pe3ynbTarax IMpOBENEHUS aHalli3a PUCKOB HAPYLIEHUS OCHOBHBIX CBOWCTB O€30MACHOCTH  JJIs
uHpopmainmoHHbIX pecypcoB JIOVY.

OCHOBOI1 OLIEHKH PUCKOB JOJKHA OBITH OIIEHKA YCIOBUN U (aKTOPOB, KOTOPBHIE MOTYT CTaTh
OPUYMHOM  HAapylIEHUs  LEJIOCTHOCTH,  KOH(QUIASHIMAIbHOCTM M JOCTYIHOCTH  JUIS
uHpopMalMoHHbIX pecypcoB JIOVY.

Pe3ynbrarom mnpoBeneHUs aHalU3a PUCKOB JOJDKEH OBITh Pa3pabOTaHHBIM KOMIUIEKC Mep,
HAIPaBJICHHBIX HAa CHW)XXEHHME BO3MOXKHOI'O HETATUBHOIO BIIMAHMA Ha oOcHOBHY JIOVY mnpu
peanu3zanMu TOW WJIM HWHOW Yyrpo3bl 0€30MacHOCTH HWHGOpPMAIMM HW  O00ECIEUYMBAIONINX B
JabHEeHIIeM TOCTaTOYHbIM YPOBEHb 3alIUIEHHOCTH HHPOPMAaLMOHHBIX cucteM JJOVY.

YnpasJieHue HHIUACHTAMH HHpOPMALMOHHOM 0€301TACHOCTH

Jlst oGecrieuenus 2PpGEeKTUBHOTO pa3pelIeHus] HHITUACHTOB WH()OPMAITMOHHONW 0€301MacHOCTH
B JIOY, MUHUMHM3aLMK NOTEPh M YMEHBIIEHUS PUCKA BO3HUKHOBEHMSI IOBTOPHBIX WHIMIECHTOB
JIOJI’KHO OCYIIECTBIISATHCS YIIpaBiIeHUe HHIUACHTaMU HH(GOPMAIIMOHHON 0€3011acHOCTH.

Jlns yrpaBiieHUs MHIMJIEHTaMU WH(GOPMAIMOHHON O€30MacHOCTH JOJDKHA OBITh CO3/aHa
city>)k0a MOHUTOPHHIa ¥ pearupoBaHusl HA UHUUJACHTHl HH(GOPMAIIMOHHON 0€3011acHOCTH, KOTopast
MOCPEJICTBOM KOMILJIEKCA CPEACTB U MEPONPUATHI 17 cOopa M KOHCONMAALMU UHPOpMaLuu 00
MHIUACHTAaX pellaeT AAHHYK 3aJady. B OTHOLIEHMM KaXXIO0ro MPOM3OLIEAIIEr0 WHIMAECHTA
pabOTHMKAMU M3 CIYXKObl MOHUTOPUMHIA M pEarupoBaHUs Ha HHUUACHTHl HH(OpPMALMOHHOU
0€30MacHOCTH JTOJIKEH BBIMIOJIHATHCS €r0 aHalu3, U pa3paboTka 3(Q(HEKTUBHBIX MEp pearupoBaHUs
Ha JIaHHBIM WHIUICHT.



AyauT cucteMbl odecriedeHnsi MHPOPMAIMOHHO 0e30I1aCHOCTH

B nensx oneHku Tekyiiero ypoBHs mH(popManuoHHON Oe3omacHoctu IOV Ha perymnspHoi
OCHOBE JIOJDKEH MPOBOAMUTHCS ayAUT HHPOPMALMOHHOM OE30MAaCHOCTH.

BryTpeHnHue ayauThl JOJDKHBI BRITOTHATECA paboTHukamu JIOY. B uncno 3amad, peniaeMbix
IpY MPOBEACHUU BHYTPEHHUX ayIUTOB MH(OPMAIIMOHHON 0E30MacHOCTH, BXOISAT: cOOp M aHAJIM3
UCXOJHBIX TAHHBIX 00 OPraHU3alMOHHON U QYHKIIMOHATBHON CTPYKTYpe
MH(OPMALIMOHHBIX CHCTEM, HEOOXOIUMBIX IS OLEHKU COCTOSIHUS CUCTEMBI 3aIlIUTHI HH(GOpMaIUY;
AQHAJIU3  YTBEPXKJICHHBIX  OPraHU3AllMOHHO-PACTIOPSAUTEIbHBIX  JOKYMEHTOB IO  3alluTe
UHPOPMALIUU HA MPEIMET UX MOJHOTHI U 3PPEKTUBHOCTH, a TakkKe (HOPMHUPOBAHKUE PEKOMEHIALNI
0 WX J0pabOTKe WM pa3pabOTKH HOBBIX; 00OCHOBaHHME (UHAHCOBOH A()PEKTUBHOCTH BHOBB
MpUOOpPETAEMBIX CPEICTB 3alIUTHl MH(OPMALIMU; MPOBEpKa MPABUIBHOCTU BbIOOpAa U HACTPOHKHU
CpeACTB 3aIuThl MH(OpMAIMK, (OPMHUPOBAHUE MPEIOKEHUI MO HCHOIH30BAHUIO MMEIOLIUXCS
CPEICTB 3alMThl HMHQOPMAIMK JUIS TOBBIIICHHUS YPOBHS HAASKHOCTH U  0€30IMacHOCTH
uHpopmanmonusix cucrem JIOY; aHanu3 OTYETOB 1O  MPOU3OLICAIINM  HHIUACHTAM
nH(OPMAILIMOHHON 0€30MaCHOCTH U MPUHSATHIM MEPaM M0 UX Pa3peLICHHIO.

[ToBbliIeHHe 0CBEJOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHum3zanuM = KOMIUIEKCHOTO IPOTHUBOJCHCTBHUS  yrpo3aM 0€30MacHOCTH
uHpopManuK, HCXOAAmUM OT pabotHukoB JIOY 1moDKHA TIOCTOSIHHO TIOBBIIIATHCS UX
OCBEJIOMJICHHOCTB B O0JIACTH 3aLIUTHI HH()OPMAIIHH.
[ToBbiieHne ocBeoMIEHHOCTH paboTHUKOB IOV ocymecTisercs: no cyuecrsyroumm B JIOY
OpraHU3alMOHHO-PACIOPSAUTENBHBIM JIOKYMEHTaM; 1o mnpumeHseMbiM B JIOY mepam 3amuThl
UH(OpPMAIINK; 110 TPABUIEHOMY MCIIOIB30BAHUIO CPE/ICTB 3AIUTHI HH(OPMAIHH.

7. 3AKJIIIOYEHUME

IIpn u3MeHeHHM JEHCTBYIOIIEro 3akoHoAaTenbcTBa Poccuiickoir ®exnepanuu B obnactu
3allUThl  MHQOpPMAIMK, a TaKKe OpraHu3allMOHHO-PacHOPSAUTENbHBIX JoKyMeHToB JIOY
HacTosAmas IlonmnTuka ¥ M3MEHEHUs K HEW NPUMEHSIOTCA B YacTH, HE NPOTHBOpEYAlled BHOBB
IPUHSITHIM 3aKOHOJATENbHBIM U MHBIM HOPMAaTHBHBIM aKTaM, a TakKe BHYTPEHHUM JOKyMEHTaM
J0YV.

Bce T1peboBanus, yCTaHOBJICHHBIC JEHCTBYIOIIMM 3aKOHOJATENhCTBOM Poccuiickoii
®denepanyy, NOJ3aKOHHBIMM AaKTaMH M JOTOBOPHBIMU OTHOILEHUsIMH, a Takxke noxaxon HOVY k
00€eCNe4YeHNI0 COOTBETCTBUSI ITHUM TpPEOOBAHMUSIM JIOJKHBI OBITh SIBHBIM OOpa3oM OIpe/EesIeHbl,
JIOKYMEHTUPOBAHBI U MTOAJEP/KUBATHCS B AKTyaJIbHOM COCTOSIHHH.

JIOY B npuopuTETHOM HAINpaBICHUM JOJDKEH pacCMaTpUBAThCS MEPEXOi a MPOrpaMMHOIO
o0ecreyeHne OTEYECTBEHHOIO IPOM3BOJUTENS, BKIIOYEHHOTO B E€AMHBIM peecTp pOCCHMCKHX
IpOrpaMM JJisi AJIEKTPOHHBIX BBIYMCIUTENIBHBIX MAaIlIMH U 0a3 JAaHHbIX. B TOM uyMcie 1o yactu
CEpBEPHOr0, KOMMYTAI[MOHHOTO 000pY/I0BaHUS U IPOrPaMMHO-AIIAPATHBIX CPEACTB, BKIFOUEHHBIX
B EnuHBIN peecTp poCcCUICKON paguo3JeKTPOHHON MTPOLYKIIMH.

IlepecMOTp W BHECEHHME W3MEHEHMM B HACTOAIMYX I[IoNMTHKY OCYIECTBIAIOTCA  Ha
[IEPUOIUYECKON U BHEILNIAHOBOM OCHOBE.

8. CHUCOK UCHOJB30BAHHbBIX NICTOYHUKOB

1 ®enepanbupiii 3akoH or 27.07.2006 Ne 149-®3 «O0 undopmaimu, MHPOPMAIMOHHBIX
TEXHOJIOTHSX U O 3aIlluTe HHPOPMAIUI.

2 ®epepanbubiii 3ak0H 0T 06.04.2011 Ne 63-03 «O0 371€KTPOHHOM TIOIITHCH.

3IlocranoBnenue IlpaButensctBa Poccuiickoit ®@enepanuu ot 16.04.2012 Ne 313 «O6
yrBepkaeHUH [loyiojkeHusl O JMIEH3UPOBAaHUM [JEATEIBHOCTH IO pa3paboTKe, MPOU3BOACTBY,



pactpocTpaHeHHI0 MU(PPOBaTbHBIX (KpUNTOrpaduIecKuX) CpeAcTB, HHOOPMAIIMOHHBIX CUCTEM U
TEJIEKOMMYHHUKAIIMOHHBIX ~ CHUCTE€M,  3alllMIIEHHBIX C  HCIHOJB30BAHHEM  HIM(PPOBATBHBIX
(kpunTorpadMUecKux) CpPeACTB, BBHIIOJHEHHIO pabOT, OKa3aHUIO yciayr B oOnactu mmdpoBaHus
uH(popMaIuy, TEXHHUYECKOMY OOCIY)XKMBaHUIO MMHU(PPOBATBHBIX (KpUNTOTparUecKuX) CpEACTB,
UH(POPMALIMOHHBIX CHUCTEM M TEJICKOMMYHHUKALMOHHBIX CHUCTEM, 3AIIMIICHHBIX C MCIIOJIb30BaHHEM
mrpoBanIbHBIX (KpUOTOTpagUUecKnX) CPEACTB (32 HCKIIOYCHHEM Ciydas, €CIM TEXHHYECKOoe
obcimyxuBaHue MUMPOBATBHBIX (KPUOTOrPAPUUYECKUX) CPENCTB, MHPOPMAIMOHHBIX CHUCTEM H
TEJICeKOMMYHUKALIMOHHBIX ~ CHCTEM,  3alIMIIEHHBIX C  HCIOJb30BAHHEM  HIM(PPOBATbHBIX
(kpunTorpaMUecKux) CpeICTB, OCYIIECTBIACTCS [UIs OOECleYeHUs: COOCTBEHHBIX HYXKI
IOPUAMYECKOT0 JINLA WIX HHAUBUAYAIBHOTIO IPEAIPUHUMATEIS )».

4TlocranoBnenue I[IpaButenbctBa Poccmiickoit @enepanuu ot 01.11.2012 Ne 1119  «O6
YTBEpXKACHUM TpeOOBaHMM K 3allUTe MEpPCOHANbHBIX JaHHBIX MpU UX 00paboTke B
MH(OPMALIMOHHBIX CHUCTEMaX MEePCOHATbHBIX TAHHBIX).
3) [Ipuxkas OAIICH oT 13.06.2001  Ne 152 «O06 yrBepxkaeHUU
WucTpykimun 00 opranusanuu U o0ecrnedeHrnr 0e30MacHOCTH XpaHeHUs, 00pa0OTKH U Mepeaayu Mo
KaHajaM CBsI3U C HCIIOJIb30BAHMEM CpPEJICTB KpUNTorpaduueckoil 3amuThl HUHDOpMAIUH C
OTpPaHUYEHHBIM JJOCTYIIOM, HE COZIepIKalllel CBEACHHH, COCTABISAIONIUNX FOCYIapCTBEHHYIO TAHHY».

6 IIpuka3z ®CBb Poccun ot 09.02.2005 Ne 66 «O6 yrBepxkaenuu [lonoxeHus
0 pa3paboTKe, MPOU3BOJICTBE, peATM3alUH 1 SKCIUTyaTaluy MH(POBaTBHBIX (KPUITOTpaGUUIECKIX)
cpenct 3anutel nHPopMmaruu ([Tomoxenne [TK3-2005)».

7IIpukaz ®CTIOK Poccum ot 11.02.2013 Ne 17 «O6 yTBepkaeHUN TpeOOBaHUU O 3alIHTe
uH(pOpMallMK, HE COCTaBISIOLICH TOCYJapCTBEHHYIO TaliHy, COJIepiKalleics B TOCYIapCTBEHHBIX
MH(OPMAILIMOHHBIX CHUCTEMAX).

8IIpukaz ®CTIK Poccun ot 18.02.2013 Ne 21 «OO6 yTBEep>KICHHH COCTaBa U COACPIKAHUS
OpPraHU3alMOHHBIX U TEXHUYECKUX Mep MO 00ECHEeYeHHI0 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX
pu UxX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JAHHBIX).

9IIpukaz ®Cb Poccum ot 10.07.2014 Ne 378 «OO0 yrBepkaeHun CocraBa M COJEpKaHHS
OpPraHU3aI[MOHHBIX U TEXHUYECKHX MEp M0 O0EeCreueHuI0 0e30MacHOCTH MEPCOHAIbHBIX JTaHHBIX
npu ux o0paboTke B MH(GOPMAIMOHHBIX CHCTEMaX MEepPCOHANBHBIX JAHHBIX C MCIIOJIb30BaHUEM
CPEACTB  KpUOTOrpapuueckod 3amuTbl HMHOOPMAIMHM, HEOOXOAMUMBIX JUISl  BBIIOJHEHUS
YCTaHOBJIEHHBIX
[TpaButensctBOM Poccuiickoit @enepaunu TpeOOBaHMNM K 3aIIUTE MEPCOHAIBHBIX NAHHBIX IS
KaXKJ0r0 U3 YPOBHEH 3aIUILIEHHOCTH.

10 I'OCT P 51624-2000 «3amurta uHpOpMaLuu. ABTOMATU3MPOBAHHBIE CUCTEMBI B
3alMIIEeHHOM uctnioHeHuH. O0mue TpeOoBaHUs».

11 I'OCT P 51898-2002 «AcmnexTsl 6e3omacHocTH. [IpaBuia BKIIIOUEHUS B CTAHAAPTHI.

12 I'OCT P 50.1.056-2005 «Texuuueckas 3amurta uHGopManuu. OCHOBHBIE TEPMHHbI

U OIIPEICTICHUSD.
13 I'OCT P MCO/MDBK 27001-2006 «HupopmarnmoHHast TexHOJOTHA. MeTtoapl U
cpenctBa O0e3omacHocTH. CHUCTEMBI MEHEDKMEHTa HHPOpMaInoHHOM 6e3omacHocTr. TpeGoBaHus».
14 ['OCT P 50922-2006 «3amura unpopmaiuu. OCHOBHbIE TEPMHUHBI U OIIPENIETICHUS.
15 ['OCT P 51275-2006 «3amuta uapopmaruu. O6bexT unpopmatuzanuu. PakTopsl,
BO3/eHcTBYIONME HAa HH(popMaruio. O0IIre MOT0KEHUS.
16 I'OCT P UCO/M3BK TO 13335-5-2006 «MapopmanmonHas TexHonorus. Metoasl u
cpenctBa obecredeHus 6e3onmacHoCcTH. Yacth 5. PyKoBOACTBO MO MEHEMHKMEHTY O0€30MacHOCTH
CeTH».



17 OCT P HCO/TO 13569-2007 «duHaHCOBBIE YCAyrd. PekoMmeHmamuu 1o
nH(pOpMaIMOHHOM 0€30IMacCHOCTH.

18 I'OCT P MCO/MDBK 27005-2010 «HudpopmanroHHast TexHOJOrua. Metoabl U
cpezncTBa obecriedeHus 0e30macHOCTH. MeHeDKMEHT prucka HH(OPMAIIMOHHON 0€30ITaCHOCTH.

19 I'OCT P NCO/M3BK 27004-2021 «WudpopmannoHHas TexHOJOTHsI. Metoabl u
cpeacTtBa  obOecrieueHusi  0e30macHOCTH. MEHEDKMEHT HWH(POPMAIMOHHON  0E30MacHOCTH.
MOHUTOPHHT, OIICHKA 3alIMIICHHOCTH, aHAJH3 U OLICHUBAHHEY.

20 I'OCT P 51897-2021 «MeHemxMeHT pucka. TepMUHBI U ONIPEACTICHUS.

21 ['OCT P 52069.0-2013 «3ammura wapopmaruu. Cucrema cranaaptoB. OCHOBHBIE
MOJIOKEHUS.

22 Konmenmuss ~ mHQOpMAanMOHHOW  O€30MAaCHOCTH  HMCIOJHUTEIBHBIX  OPraHOB

rocynapctBeHHo# Biactu Cankt-IlerepOypra ot 20.02.2023.
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